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Our organization, Innoedu AG, regularly processes confidential information, including the data of our customers (educational
institutions, exam centers) and users (students, teachers, exam candidates), so we consider it of primary importance that this
data is stored and handled appropriately.

Proper data management is key to stable and incident-free cooperation with customers, which feeds the credibility of the company
and contributes to the expansion of the range of users of our services. Reliable data management increases customer trust,
supporting the possibility of long-term cooperation.

High information security considerations ensure the protection of the intellectual property produced by the company, preserving
the uniqueness of software, algorithms and other innovations, which also contributes to market competitiveness.

With regard to the above, InnoEdu is committed to information security, ensuring the confidentiality, integrity and availability
of data. Our goal is to operate in accordance with the requirements of the ISO/IEC 27001 standard and to continuously improve
the information security management system.

This policy sets out the safety principles, objectives and responsibilities that all employees and parties involved must adhere
to.

Our information security principles Confidentiality

*  Sensitive information can only be accessed by authorized persons.
*  We use encryption procedures to protect your data.
Integrity
* Changes to the data can only be done in a permitted way.
* All changes are logged and go through verification processes.
Availability
*  We continuously monitor business-critical systems.

*  We ensure that data is backed up regularly and can be quickly recovered.
Information security purposes

*  Privacy: Protect customer and business data at every level.

* Compliance: Meet legal and standard requirements.

* Incident management: Quickly identify and manage information security events.

* Employee awareness: Providing regular education and training.
Responsibilities and obligations

Management

* It ensures the continuous improvement of the management system.

* It provides resources to help you achieve your security goals.

* Validates incident management and compliance processes.
Workers

* They are required to observe safety regulations.

*  They must report security incidents immediately.

* They are not allowed to share sensitive information with unauthorized persons.
Risk management and incident management

*  We regularly carry out risk analysis to examine IT systems, processes and human factors.
* Detected security incidents are investigated immediately and appropriate measures are taken.
* Incidents are documented and corrective actions are taken.

Compliance and control

*  The security policy is reviewed and updated annually.
*  We carry out internal and external audits in accordance with the requirements of ISO 27001.
*  We are constantly improving our information security measures to adapt to changing threats.
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